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Guide Overview

Technologists have brought us the “new economy” — promising to reshape the business land-
scape with lightning speed. Recent history has shown however, that technical revolutions do
not occur without considerable losses and failures. Technology has the potential to revolution-
ize and transform the way we do business, but with considerable challenges. The potential of
technology presents both opportunities and perils. The key to capitalizing on those opportuni-
ties while minimizing the perils is effective planning.

IT spending now accounts for a significant portion of every organization’s total spending,
whether government or private sector. Furthermore, business leaders the world over have rec-
ognized that proper investment in technology can make or break them. Technology planning
is, in fact, critical to the success of organizations worldwide.

It is imperative for the City to thoughtfully plan technology investments to maximize and opti-
mize those investments and to leverage technology in ways that will create more effective and
efficient government and encourage technology-based enterprises to come to Hampton.

What should the City be doing in regards to technology? Broadly speaking, the City must focus
on projects and programs that will expand our communications infrastructure, widen the avail-
ability of information across the organization, streamline bureaucratic processes, allow easy
access to data and services and enable new customer service initiatives. Emphasis must also
be placed on effective project management -- ensuring that technology projects are managed
effectively and without cost overruns, that projects are aligned with the City’s strategic goals
and that a proper level of oversight is maintained for IT investments. Towards this end, tech-
nology planning seeks to lay a foundation for effective technology management.

This document is a summary of the IT plans, guidelines, standards and policies of the City or-
ganization and is intended as an aid for top and mid-level managers, technical staff, end-users
and other decision-makers in their IT planning and management efforts. This guide is divided
into 9. sections
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Section 1. Foundation

The City’s information technology foundation can be categorized into five fundamental
areas: goals, people, vendor service/hardware/software, policies and projects.

e The IT goals for the organization indicate what is expected from technical invest-
ments and are derived from business needs and expectations.

e People are, of course, the technical specialists, policy groups and functional work
teams across the organization.

e Vendor services, hardware and software are the basic tangible building blocks of
the IT infrastructure.

e Policies, procedures and standards are the guidelines that enable effective and
thoughtful execution of IT initiatives.

e Projects are the tactical execution of business plans.
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Section 2. Fundamental Principals of IT

All technology use should be guided by the following fundamental principles:

Our ultimate goal is to provide citizens, the business community and City employees with
timely, appropriate and convenient access to information and services through the use of
technology.

Business needs drive information technology solutions. Strategic partnerships will be es-
tablished so that the benefits of IT are leveraged to maximize the productivity of City em-
ployees and improve customer services.

Evaluate business processes for redesign opportunities before automating them. Use new
technologies to make new business methods a reality. Exploit functional commonality
across organizational boundaries.

Manage IT as an investment:

¢ Annually allocate funds sufficient to cover depreciation to replace systems and
equipment before life-cycle end. Address project and infrastructure requirements
through a multi-year planning and funding strategy.

e Limit resources dedicated to “legacy systems” — hardware and software approach-
ing the end of its useful life — to absolutely essential or mandated changes. Desig-
nate systems as “legacy” and schedule their replacement. Focus investments to-
ward the future.

e Investin education and training to ensure the technical staffs in IT and user de-
partments understand and can apply current and future technologies.
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Section 2. Fundamental Principals of IT

e Implement contemporary, but proven, technologies. The City will stay abreast of emerg-
ing trends through an ongoing program of technology evaluation. New technologies of-
ten will be introduced through pilot projects where both the automation and its business
benefits and costs can be evaluated prior to any full-scale adoption.

e Hardware and software will adhere to open (vendor-independent) standards and mini-
mize proprietary solutions whenever possible. This approach will promote flexibility, inter
-operability, cost effectiveness, and mitigate the risk of dependence on individual ven-
dors.

e Manage the enterprise network as a fundamental building block of the City’s IT architec-
ture. The network will connect modern workstations and servers; will provide both inter-
nal and external connectivity; will be flexible, expandable, and maintainable; be fully inte-
grated using open standards and capable of providing for the free movement of business
data in all forms.

e Approach technology undertakings as a partnership of IT and departments providing for
a combination of centralized and distributed implementation. Combine the responsibility
and knowledge of IT, departmental staff, as well as outside contract support, within a
consistent framework of City IT standards. Establish strategic cooperative arrangements
with public and private enterprises to extend limited internal resources.

e Emphasize the purchase and integration of top quality, commercial off the shelf (COTS)
software — with minimal customization — to speed the delivery of new business applica-
tions. This will require redesigning some existing work processes to be compatible with
the off-the-shelf software packages. Utilize modern, efficient methods and laborsaving
tools in a cooperative application development environment.

o Capture data once in order to avoid cost, duplication of effort and potential for error and
share the data whenever possible. Establish and use standard data formats and reposi-
tories to the fullest extent.
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Section 3. Organization & Governance

Organization & Governance Contents

IT Governance Board 8
Department of Information Technology 9
Organization Chart 11
Enterprise Teams 12

¢ Information Technology Exchange (ITX)
e  Executive Oversight Committee
e  GIS Oversight Committee
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Section 3. Organization and Governance

The City promotes a philosophy of collaboration and cooperation in
is decision making process across departmental lines. Information
Technology is a cross functional support service that is best man-
aged by establishing and supporting a governance model that in-
cludes departmental users in its management and oversight of IT
resources.

IT “governance” refers to the way in which technology policies and
decisions are made. In this context, governance also refers to the
entire organization and not a single department or the Department
of Information Technology.

“Information technology” refers to the computer systems, networks,

technology services, hardware and software that compose the city’s

various processing and information gathering systems.

Information Technology Governance Board of
Directors

The City of Hampton uses an executive steering committee known
as the Information Technology Governance Board of Directors.
The IT Governance Board was developed in 1998 to provide lead-
ership in the planning, development and use of new technology.
Specific duties include the following:

e Recommend and approve technology standards

e Recommend and approve technology policy

e Develop an annual information technology budget and imple-
mentation plan

e Review Department of Information Technology plans and pro-
vide advice and guidance

Manage technology funds such as the Innovations Pool and Tech-
nology Replacement Fund.

The IT Governance Board is a group made up of department heads

from across the organization. The City Manager
appoints department heads to the IT Board.

Board Membership

City Manager’s Office
Budget

Finance

Assessor

Police

Fire and EMS

Parks and Recreation
Planning

Public Works

Human Resources
Community and Interna-

tional Relations
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Section 3. Organization and Governance

In keeping with the collaborative culture of the City of Hampton, the IT Board uses a consensus
decision-making model.

The IT Board meets on an as-needed basis. The Director of the Department of Information
Technology (IT) facilitates the meetings. As facilitator, the Director of Information Technology
calls the meetings, composes the agendas, keeps minutes and distributes related documentation
as necessary. Board activities can be found at http://www.hampton.gov/it/

it governance board.html.

The Department of Information Technology Organization

The Department of Information Technology (IT) is responsible for managing the central systems
used by all departments across the enterprise. These enterprise systems include:

e The enterprise computing and storage infrastructure, data communications, internet
and telephone systems (voice/data)

The financial, personnel and revenue management systems

End user desktop support and office automation products and services
E-mail, data sharing and the web services

US Mail and special deliveries

Copier and scanning equipment and contracts

Mass production of hardcopy products

Enterprise GIS services and support

Enterprise records management services and support

Enterprise radio/wireless system coordination and support

IT also assists departments in implementing and managing departmental applications systems
and provides support to departmental computer systems infrastructure.
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Section 3. Organization and Governance

The Department of Information Technology has department specific goals. These were devel-
oped and compiled based upon information gathered during IT Board meetings, interviews with
department heads, direction from the City Manager and staff. The goals (strategic issues) for
the Department of Information Technology are:

1. Enterprise mission critical computer systems, processes and infrastructure must
be deployed on time and optimized for maximum benefit in order to leverage
technology investments.

2. Customer delight must be promoted through effective use of enabling technol-
ogy both within and outside the IT organization.

3. IT business processes must improve to sustain reliable technology infrastruc-
ture and responsive services.

IT is divided into four key functional areas. Each area has a manager reporting directly to the
Director of Information Technology. There are 34 full time and part time employees in the IT
Department. Below is a summary of the support provided by each area.

Solutions Development & GIS

The Solutions Development is responsible for providing integration, development and problem
resolution services for COTS software and custom-developed applications and technology ser-
vices including revenue management, financials, personnel systems and the City’'s Web pres-
ence. Solutions Development is also responsible for database management, the data ware-
house and general programming support. The Solution Development Team also manages ma-
jor IT projects and follows PMI methodology for IT projects. Solutions Development is responsi-
ble for managing the City’s application portfolio and application project portfolio. Geographical
Information Systems is managed through Solutions Development. GIS provides support and
management of the City’s electronic spatial data assets. Additionally, GIS provides mapping to
assist departments and the public.

Engineering and Telecommunications

The Engineering and Telecommunications area manages and operates the City’s data center,
enterprise computing and storage infrastructure, telecommunications services and the City’s Net-
work Operations Center. They are also responsible for managing the City’s operating systems
and associated support tools. The Engineering Team also Internet and Intranet connections, e-
mail and file-sharing and is responsible for network security. Engineering is also the primary
group responsible for Disaster Recovery planning. Telecommunications provides management,
installation, maintenance and oversight of the City’s voice communication networks, including
desktop telephony, cellular phones and two-way radio system. Additionally, the Telecommunica-
tions team conducts billing and technical support for all telephony customers.
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Technical Support and Production

Technical Support and Production has two distinct areas of operations. The first area is Techni-
cal Support. The Technical Support area is responsible for providing all technical support for
desktop computers, PDAs and other peripherals. They perform site visits to install Windows soft-
ware, configure e-mail, connect PCs to the network, and other related duties. Technical Support
also staffs the departments Help Desk. The second area of responsibility is the production area.
This area operates hardcopy production systems for large-scale departmental documents. This
area also operates the City Hall mail room and offers other value added services including lami-
nation, large scale printing, copy and scanner contracts and CD/DVD replication.

Records Management

Records Management provides project management and system administration for the organiza-
tion’s document management system. Additional, the RM serves as the subject matter expert for
records-related laws and guidelines and maintains the City’s Records Manual. The records man-
agement area is also responsible for managing the IT department’s permanent records and coor-
dinating policy documents.

Leadership ()
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Enterprise Teams

In keeping with the City’s culture of collaboration amongst stakeholders, the IT Department
and the IT Governance Board has established enterprise teams. Enterprise teams are cre-
ated to focus on specific service areas in order to enhance customer delight and customer
service delivery. Enterprise Teams can be permanent or be established on a temporary ba-
sis to address a specific service or technology issue. Enterprise teams are made up of se-
lected IT staff members and key department users and stakeholders. Enterprise teams are
responsible for the following functions:

e |dentify research and recommend actions to address service delivery issues.
¢ |dentify research and recommend actions to deploy new service opportunities.

e |dentify research and recommend actions to enhance service delivery to all depart-
ments and stakeholders using the enterprise service.

Enterprise teams focus on tactical issues and operating policies and procedures thus provid-
ing a team approach to continuous service improvement. Policy and major IT operational
change recommendations made by enterprise teams are communicated to the IT Director
and the IT Governance Board for consideration. There are currently four permanent Enter-
prise Teams: Matrix Team, Executive Oversight Committee, GIS Oversight Committee, and
the Records Review Committee.

Information Technology Exchange (ITX) Team

The ITX Team was formed after a re-engineering effort of the Matrix Team. The ITX was
formed with the goals to enhance the technical capacity of the City organization and to improve
technical support capabilities. The ITX Team is composed of departmental staff across the
organizations that have been selected by their department heads. The ITX Team functions as a
centralized knowledge base of experts who provide PC management for the organization. The
ITX Team members share educational opportunities and access to Information Technology
support staff.

ITX Team members are also required to pass a competency test. ITX Team members meet on
a regular basis to discuss technical issues, form technical standards, recommend policies or
programs, to receive technical training and to make technical decisions impacting the organiza-
tion. The ITX Team is facilitated by IT and is the point of contact for department technology.

Executive Oversight Committee (EOC)

The EOC was established in 2002 to make more effective and coordinated decisions effecting
the revenue management systems shared between several departments.

The members include the Treasurer, Commissioner of Revenue, Assessor, the Director of IT,
the Director of Finance and the City Manager’s Office. The committee meets on an as-needed
basis. The committee is charged with setting policy, guiding tax systems strategic direction and
to provide oversight and support for projects.

Our Mission
To create the best mformation management systen witich

12 endtances the guality of fife of Hampton citicens and
maximizes the gffectiveness of city government,




Information
Technology

Section 3. Organization and Governance

GIS Oversight Committee

Beginning in 2009 the GIS Oversight Committee

will be convened to address several issues related

to enterprise GIS services provided to depart-
ments and the public. The areas of focus for will
be as follows:

Street addressing
Database quality and consistency

Web access both on the Intranet and
Internet

Developing a 2 year plan for service en-
hancements in GIS

The GIS plan is available in the Appendices.

Records Liaison Committee

Assessor
311
Codes
Emergency Operations Center
Commissioner of Revenue
Economic Development

Fire

Conventions & Visitor Bureau

Planning Department & Neighborhood
Office

Police
Public Works
Treasurer
Parks & Recreation

Information Technology (Facilitator)

The Records Liaisons work to streamline records system, propagate elec-
tronic document management systems and policies, implement policies and
procedures and coordinate records management systems and processes
within their departments. The Records Manual and information on Records
is located in Section 9. And at the Electronic Document Intranet Site.

QOur Mission
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Section 4. Technology Funding

The City seeks to provide reliable and efficient IT services to its users. Funding is a major
component to reach this goal. The city has a strategy for funding technology for current
operations, upgrades and new technology as described below.

Department budgets - Current operations are funding through the IT departmental
budget for central support of existing services and ongoing IT expenses. Depart-
ments also fund on site IT equipment and services for support of their depart-
ment’s unique operations and services. These funds are managed by IT and the
individual departments.

Innovation Pool — Start up funding for new applications and systems are funded
through the Innovation Pool. The IT Governance board oversees the Innovation
Pool and determines which projects receive funding.

Technology Fund - Provides replacement funds on an ongoing basis for existing ap-
plication systems and infrastructure. The “Technology Fund” utilizes lease-
purchase acquisition methods to provide investment opportunities for legacy sys-
tems and infrastructure. Systems that have been identified as needing replace-
ment will be scheduled for replacement accordingly. The IT Governance board
oversees the Technology Fund and determines the priority of technology replace-
ment and upgrade projects.

The city seeks to allocate sufficient funds to address computing system life-cycle
management needs; ensuring systems are state-of-the-art, high-performing and reli-
able.

General Fund vs. Internal Service Fund (Chargeback)

The Department of Information Technology is organized into two major funding sources: the
general fund and an internal service fund.

General Fund Internal Service Fund

e Application Support of Financials, Telecommunications, telephones and
Personnel, and Revenue Manage- cable systems

ment applications e Cellular phones
e Management and development of e PC (desktop) technical support
the network infrastructure and e Print/Copy
servers e E-mail and web browsing
e Project management
e Regular mail
e Web Development
e Reporting
e Innovation Projects
o Departmental file and print sharing
Our Mission
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Strategic Direction Contents

Overview 16
Technology Forecast 17
Technology Opportunities 18
IT Strategic Activities 19
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e  Enterprise Cashiering

° Web 2.0

e Security Program Initiatives

e Distribution Center Re-engineering

e Document Imaging & Storage

e  Desktop Virtualization

e  Cloud Computing
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Section 5. Strategic Direction
The Role of Hampton’s 1998 Strategic Plan and 2006 Community Plans

The purpose of Hampton’s technology planning process is to align technology goals with the stra-
tegic initiatives of the organization. Hampton’s Community Plan is an update of the 1998 Hamp-
ton Strategic Plan and the 2010 Comprehensive Plan. The technology plan will support the goals
and vision of the Hampton Community Plan.

Hampton’s City Community Plan identifies Hampton’s vision, “To make Hampton the most livable
city in Virginia.” The visioning process determined eight key qualities:
1. Customer Delight
Healthy Business Climate
Healthy Growth and Development of Children and Youth
Healthy Neighborhoods
Healthy Diverse Community
Healthy Region
Strong Schools
8. Youth

Hampton'’s vision is further defined by a number of key themes identified in the goal setting proc-
ess

NS ORNWD

e Economic Sustainability

e Community Partnerships and Engagement

o  Community Perception, Marketing and Image
e Preparing Citizens for Future Success

The role of technology is as an enabler. In other words, technology in and of itself is not a solu-
tion, but rather technology enables solutions that might not otherwise be possible. Therefore,
technology goals work in concert with business planning to achieve the goals of the City’s strate-
gic plan. As such departmental plans should be shared with technologists in order to maximize
technology investments.

Additionally, technology provides a foundation upon which effective implementation and man-
agement of the City’s initiatives can take place. IT works to ensure that foundation is strong and
that when called upon to support initiatives in support of strategic issues, the systems are ready
and able.
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Technology Forecasts

Over the past ten years a technical phenomenon has been taking place that challenges our
thinking in regards to service delivery. Technology is enabling new ways for people to inter-
act with organizations, which in turn, is driving citizen expectations higher than ever. There’s
a new movement towards improved 24-hour self-service mediums as well as trends toward
new ways for citizens to communicate and interact with each other, their community and gov-
ernment. Governments everywhere must prepare to meet these expectations or risk their

The backbone of this movement is the Internet. This technology enables organizations to reach
individuals — and for individuals to reach organizations — without the limitations of distance or
time. In addition, social networking is changing how organizations are formed and behave both
in the private and public sector. Citizens are finding new ways to not only find and utilize informa-
tion on government service but also to shape how they communicate and effect government ser-
vices. Equipped with this technology, organizations around the world are able to provide en-
hanced services and communication channels to customers — and governments are no excep-
tion.

Organizations are now looking beyond the traditional PC desktop to a virtual desktop environ-
ment to simplify end user support and reduce costs. Virtual desktops and cloud services are
breaking away from the traditional desktop centric service model and showing great promise for a
future network centric model. Just as citizens can work with government at anytime from any-
where the new model will be for employees to support citizens at anytime and from anywhere.

Hampton also operates a 311 call center that far exceeds typical citizen expectations for service
delivery and responsiveness. The 311 call center relies heavily on technology and web-based
systems; however it is the combining of 311 and the Internet that is of particular interest. Any-
thing that is web-enabled for the public is, by proxy, automatically enabled through the call cen-
ter, as a call taker in the center can act as a proxy for the citizen when conducting transactions
online. Therefore if a citizen can pay their tax bill online, they can also pay by phone. It follows
then, that departments focus efforts to develop and acquire systems with Internet-ready inter-
faces and online transaction capabilities to achieve maximum benefit from their technology
investments.

It is predicted that the web will continue to develop and create new ways for citizens to interact,
socialize, conduct commerce and create and experience new entertainment venues. The latest
web resources commonly known as web 2.0 or even web 3.0 have already changed the way citi-
zens interact with each other. Social networking sites like MySpace, Facebook and LinkdIn have
transformed how citizens share information and even create political momentum. The election of
Barrack Obama was a testament to how the web can quickly and effectively create organizations
and mobilize into action large numbers of citizens. Other Web tools will continue to evolve with
more intelligence and computer-to-computer technologies, video, virtual worlds and artificial intel-

ligence. . .
Our Mission

To create the best information management system wihich
endtances the guality of fife of Hampton citizens and
maximizes the gffectivencss of city government,

17




Information
Technology

Section 5. Strategic Direction

Technological Opportunities:

Virtual desktops will enable users to access any application from anywhere and dra-
matically simplify desktop support and reduce support costs

Cloud services will enable the applications to be accessed from anywhere on the
web, deployed quickly and without large amounts of time spend maintaining internal
infrastructure and traditional internally developed applications

Social networking applications including personal web sites, blogs, wikis, IT, chat
and other social web tools (Web 2.0) for internal departmental use and citizen facing
services — provides new ways of communicating and supports telecommuting
Workflow and Office Systems Automation — provides internal efficiencies

Employee and Citizen Self Service Applications — provides internal and external effi-
ciencies and support citizen services 24 hours per day

Enterprise Cashiering Systems — expands the use of web financial applications while
reducing citizen security risks

Application integration and advanced search capabilities — enables data sharing
among departments and more citizen on line capabilities

Single sign on for departments - enable data sharing among departments
Document Imaging — provides more on line data for employees and citizens to sup-
port efficiencies and customer delight

Knowledge Management — supports customer delight through more efficient man-
agement and access of data

Wireless (Mobile) Access Devices with integrated applications — support mobile
computing to increase productivity

Virtual Worlds — new and innovative technology that highlights the city as a progres-
sive, creative, and vibrant community to people around the world

Web Enabled Video Streaming —provides expanded access to public information

50 et
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IT Strategic Activities

.The IT Department plans for FY11 starts to change the current service delivery model to
support services within the new reality of managing in turbulent times in local government.
Last years plans provided a continuation of existing service levels and also provided more
value added services to our customers building upon existing infrastructure and tools, and
service delivery models. Past models have relied on an end-user equipment and software
centric model. The next phase takes a service delivery approach to providing services over
the network. Just as our citizen services have moved to the web over the past few years
the internal City systems will move to a more simplified, network centric approach to ser-
vices delivery. IT will be implementing a more aggressive approach to changing our service
model and reaping financial reductions while still maintaining core IT services for users. The
new model seeks to reduce City expenditures on end-user and departmental spending on IT
services and equipment like PCs, local software licenses, storage, desktop support, equip-
ment configuration and installation and other field support activities. Below are the major
new areas to support the new reality of local government. Each initiative greatly changes
the current service delivery model but sets the state for long term, sustainable costs reduc-
tions in IT support and operating expenses.
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GIS & Land Management Support

Geographic Information System (GIS) is a tool for linking and displaying graphical (spatial)
data with tabular data. This combination allows for the creation of products and services that
would be difficult, if not impossible to produce by other means. GIS allows for the manage-
ment and analysis of large sets of information.

The GIS Office manages the overall infrastructure of the City's Geographic Information Sys-
tem (GIS). Its primary purpose is to provide GIS technology access and technical support to
all employees who use this tool to perform their work more efficiently. The GIS Office will
leverage Hampton's existing data, infrastructure and expertise to implement the core ele-
ments of the enterprise GIS solution. The GIS enterprise service will continue to expand its
capabilities and it is planned that the following capabilities be implemented.

e GIS coordination between City departments, other governmental agencies and IT
e Development of a City Wide GIS Plan—See the Appendix.
e Improved GIS Web Services for Internal and External Use

Enterprise Cashiering

The City continues to deploy new on line services to the public. Many of these applications
are for sales, fund raising and other purposes that require secure financial transactions.
Secure on line transactions have become a concern with in the credit card industry over the
past several years. The credit card industry and government have tightened up security
requirements in order to protect the public from identity theft, online fraud and other risks
associated with on line transactions. These new requirements have started to go into effect
and require credit card vendors such as the City to adhere to new standards. Currently de-
partments have deployed numerous applications to provide on line financial transactions
with the public. Some of these adhere to the new security standards and others do not. In
addition, Finance and the Treasurer have numerous application processes to mange for the
City’s financial process. IT will be developing enterprise cashiering services that will adhere
to all new security standards and provide Finance and the Treasurer with a standard proc-
ess for on line transactions for credit cards. Any new on-line transaction applications will
use the new standard services. Existing applications will move to the new services as appli-
cations are upgraded or replaced.
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Web 2.0

According to wikipedia, "Web 2.0 is a term describing the trend in the use of World Wide
Web technology and web design that aims to enhance creativity, information sharing, and,
most notably, collaboration among users. These concepts have led to the development and
evolution of web-based communities and hosted services, such as social-networking sites,
wikis, blogs, and folksonomies". Web 2.0 is still a very new field, particularly in local gov-
ernment. Hampton’s Community Plan used a community based vision and also seeks to
foster community partnerships and engagement. In addition, Hampton strives to be viewed
as a City that offers many amenities and is forward thinking. The value of Web2.0 tech-
nologies lies in the transformation of the way a government interacts with and presents itself
to stakeholders. Web2.0 moves us beyond the traditional communication approach of web
information and instead establishes a framework of collaborative government in which
stakeholders have not only the ability to become informed about governmental decisions
but can participate actively and shape decisions through new social networking and interac-
tive technologies. Web2.0 also strives to provide a richer interactive experience in conduct-
ing transactions with government based on a user’s preferences (i.e. the next level of e-
government). Hampton is in the planning stages of deploying web 2.0 technology to better
service its citizens and remain at the forefront of technology in support of collaborative gov-
ernment.

Security Program Initiatives

As technology proliferates within the City and amongst citizens, security risks have also in-
creased. Identity theft and other serious concerns have spurred governments to take more
action both internally and externally. Hampton is no exception and is establishing a Secu-
rity Program to reduce risks to internal city users and systems as well as the citizenry. The
City’s IT department will be partnering with Public Safety and other departments to inform IT
users everywhere of best practices to reduce risks. Specific initiatives include:

e Updated Security Policy and Acceptable Use Policy—See Section 9.
e Security Awareness and other resources for employees—See Section 9.

e Updated Disaster Recovery Plan and Tests
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Distribution Center Reengineering

The IT Department manages the City’s Distribu-
tion Center providing some of the City’s copy, print and
mail services. Over the past several years revenues
have declined, fund balance has been negative and we
even have comments and survey responses showing
less than high customer delight. A study of the mail
process and other processes was produced in FY09 to
find out more about mail processes in the City. Several
inefficiencies were found in the current processes for
mail and print. Performance measures over the last
couple of years indicate declines in volumes and reve-
nues. Prices for services are also higher than in the pri-
vate sector thus creating customer delight issues. The
IT department has been exploring options for re-
engineering the existing distribution center. Options
include realigning existing resources and developing
new business processes, eliminating services provided
by the distribution center and having departments go “on
their own”, and outsourcing. The FY10 original budget
proposal suggested eliminating one of the positions to
save costs which would have essentially eliminated
many of the services provided by the center. IT has ex-

plored several options for the re-engineering. All options

restructure the distribution center and move copy and
print services to a department “self service off site”
model.

Distribution Center Services

e Large volume copy/print

e Specialized copy

e Interoffice Mall

e Daily City Hall US Mail

e Package shipments

e W-2 and pay stub printing

e Misc check printing

¢ Centralized management of
copiers

¢ HR & Finance printing
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Document Imaging and Storage

The IT Department has instituted a new enterprise Document Management System (DMS)
and Records Management process. The DMS system has allowed departments to scan pa-
per documents into an electronic, searchable repository. This allows users to access to City
records quickly and easily. It also provides a low cost and reliable storage solution. IT has
created a Records Policy and is actively working with departments on proper document re-
tention, destruction and storage. See Section 9. and the Electronic Document management
intranet site for more information.

Reengineering traditions to improve and streamline business processes eliminate hand-offs
and enhance customer service. Additionally, workflow technology will take advantage of ex-
isting technology investments in e-mail, the web and other technical infrastructure elements,
creating additional returns on those investments and further optimizing our efforts. The City
strategic direction is to have all departments on the DMS where efficiencies can be achieved.

Our Mission

Tor create the best mformation management systen witich
enftances the quality of life of Hampton citizens and
maxinizes the gffectiveness of city government,




Information
Technology

Section 5. Strategic Direction

Desktop Virtualization

PC and desktop hardware and support costs are a
large portion of the cost to supply IT services to city
employees. Currently the City spends between
$250,000 and $315,000 annually on desktop PCs pur-
chases based on past years with a 6 year replacement
schedule. In addition, the IT Department spends over
$150,000 annually on PC support charges which con-
sists of mostly personnel charges. The past several
years there have been advancements in technology to
reduce the cost of end user hardware and support staff
resources required. Most organizations that have im-
plemented virtual desktop deployments have realized
savings. The chart below is a study by InfoTech of sav-
ings experienced by organizations.

What is a virtual desktop? - A virtual desktop
is almost like the old mainframe terminals. All your ap-
plications are in the cloud and IT just serves up the ap-
plications that you need to do your job. Every user has
a profile and when they log in from any device or from
any location, the user accesses their City profile which
gives serves up all their IT services. Imagine any PC
being your work PC......

High savings

{16-40%)
41%

Benefits

1. Simplified Management

2. Greater Security

3. Easier deployment of appli-
cations

4. Independence from PC de-
vices—we could use any
PC, lengthen refresh or use
personal devices

5. Energy savings by using
more efficient and cheaper
desktop devices

6. Supports disaster recovery

at the end user

Reduced Deskside Support Costs

No Savings

at Al
s

Soft Savings
27%

B Midrange
\ Savings (5-
15%)
27%
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Cloud Computing Services

Computers and software are now a part of everyday life. Private citizens
use email, set up websites, and some run their own businesses using
tools like Google, Salesforce.com and others. Citizens are able to utilize
technology services without having to host their own IT infrastructure,
hiring staff to operate it, spending a lot of money and getting mired in
lengthy and complicated procurement processes. If citizens can do this
easily - why can't local government? Cloud computing may be an option
to reduce computing costs in the long run.

So, what is cloud computing? According to the National Institute of Stan-
dards and Technology (NIST), cloud computing provides scalable IT ca-
pabilities that are offered as a service over the Internet to multiple users.
Many users share pooled IT resources, reducing costs and resulting in
greater computing efficiency. Cloud computing offers a cost-effective
service oriented approach for sharing computing resources, whereby
common infrastructure, applications, information, and solutions can be
utilized across the government. The overall objective is to create a more
agile enterprise, where services can be provisioned and reused on de-
mand to meet business needs.

Cloud computing can be viewed as the green computing option, as it
promotes sustainability and has a much smaller carbon footprint by limit-
ing duplicated efforts and utilizing computing power more efficiently. The
City already has awarded contracts to specific vendors providing cloud
services and they often offer lower total costs than some traditional solu-
tions. While Hampton could use private sector cloud computing services
there also are opportunities to share infrastructure and services with
other Hampton departments, non-profits or public entities to create a
“‘Hampton Cloud Computing” service. Cloud computing is evolving and
is not an immediate solution for every Hampton application. But it can
give Hampton the same opportunity the private sector enjoys to reduce
spending while making better use of staff and resources with a more for-
ward-thinking, environmentally sensitive approach. As Hampton moves
to into FY11 the IT department will be evaluating new system implemen-
tations to determine if a shared services/cloud computing offering is
available and viable.

Current City Cloud
Computing Services

e Employee Recruit-

ment

Risk Management

Video Streaming

Voice Broadcast

Citizen E-mail

Broadcast

e Recreation Manage-
ment

e Legislative Track-
ing
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Overview

A financial plan is necessary in order to manage, prioritize and plan business investments
for maximum return on investment and appropriate alignment with the city’s goals and ob-
jectives. Because of the city’s diverse business application portfolio (from tracking pot-
holes to investigating crimes to assessing property), it becomes all the more critical that the
City manage technology investments thoughtfully and with long-term vision.

Prioritization Factors

Technology investments pose perils but can also create opportunities. Key factors to
weigh include:

Increased risk in service disruptions -- when IT services fail, departments may be un-
able to complete their tasks effectively or at all;

Internally developed systems are difficult to maintain and highly skilled staff resources
are expensive to train and retain;

Loss of revenue — applications involved in the tax assessment, billing or revenue col-
lection process must be high performing in order to avoid errors that cause reve-
nue to “fall through the cracks”;

Poor citizen perceptions of government occur when computer errors are frequent, or
when service is less than that they are accustomed to getting from the private sec-
tor; furthermore, it has also been demonstrated that if the public believes that the
City has a highly reliable and accurate system, the public is less likely to attempt to
avoid taxes that are rightly due;

Opportunities for improved effectiveness that are enabled through technology may be
lost;

Wherever information “touches” citizens represents an opportunity to improve service
or effectiveness — these can not be taken advantage of without appropriate invest-
ing;

Applications that do not take advantage of the web browser cost significantly more to
maintain and support than web-based products;

Applications that are not GUI-based (“point and click”) are even more costly;

As the City's business has become more complex and revenue/payment streams more
diverse (for example, special tax districts, PPTRA, fee-based activities and Ii-
censes), it is becoming increasingly labor intensive to reconcile financial informa-
tion. The City needs an enterprise wide financial system, or at least systems that
are integrated at the enterprise level,

At some point, lack of investment creates a negative ROI, i.e., maintenance and sup-
port costs balloon.

Our Mission
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Investment Portfolio

What follows is a summary of technology investments throughout the city. Investments
are categorized into four areas:
o Enterprise applications — those that are applications that serve the internal needs
of all departments
e Infrastructure — technology that services the telephone and communications net-
working needs of the City
e Strategic — applications of technology that support the City’s Strategic Plan
e Mission Critical - those specific to department missions

Enterprise Applications

System Use Investment Plans Status

Real Estate Assess- Unknown Requires integration IT and RE have

ment with tax billing system, begun discussions
Codes System and GIS regarding integra-

tion with GIS sys-
tem and Codes.
No upgrades or
replacement
scheduled for core
product at this

time.

Risk Management Old system has been re- RM has imple-
placed with a cloud mented a new
computing service. cloud service for

RM.

E-Mail 130,000 Email system is current FY11 will require
latest release from MS. an upgrade in FY11
Platform is stable and to maintain up-
well within storage ca- dated systems.
pacity. Rough estimate is

$35,000
Our Mission
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System Use Investment Plans Status

Financials/ 700,000-1,300,000 | Conversion to web based | Completed conver-
Procurement point and click platform sion April 2010
Personnel/Payroll 500,000-750,000 AS/400 architecture diffi- | Plans to begin con-

cult to support; neither
GUI nor web-based at
this time; large company;
unable to effectively pro-
vide management infor-
mation; moderate mainte-
nance costs

version to web
based system in
FY11

Budget Management N/A Current budget develop- Budget module im-
ment process is manual plemented as part of
and not integrated with the Financial system
Financial system. in April 2010. Fur-

ther budget automa-
tion is needed to
reduce manual proc-
esses

Tax Billing/Revenue 1,250,000 Current strategy to de- Development sched-

Management

velop system using Win-
dows dot-Net and SQL
platform over a 5-year
development cycle
(currently in year 4).

ule is heavily im-
pacted by operational
demands of customer
departments and le-
gal mandates. Not all
modules are com-
plete. Back end tech-
nology needs to be
updated to enable
newer web features
and enable mainte-
nance of servers and
moving to the Hamp-
ton back up system.
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System Use

Investment

Plans

Status

Document Manage-
ment (Imaging Sys-
tem)

60,0000-100,000

Records Manager
position established
in FY08 budget.

Dept implementa-
tions through 2013 in
process.

ment is fully sup-
ported until 2014.

GIS Systems 100,000 Existing system is up | Upgrade to internal
to date and integrated | and public interface
with several other will be complete May
core applications. 2010. Exploration of
Staffing for support is | options for future
an issue. integration and sup-

port is underway.

Online Payments N/A City is implementing IT is currently imple-
an online payment menting the new
system through a system and expects
cloud computing ser- | completion in Sum-
vice. All departments | mer 2010.
will have this avail-
able.

Desktop OS N/A Existing XP environ- IT Dept currently

evaluating the value
proposition of Win-
dows7 and is plan-
ning a transition.
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System Use Investment Plans Status
City Hall Telephone 1,250,000 New System in-
System stalled 2006; pro-
ject replacement
2020 at estimated
cost of $1.5M
Telephone systems N/A These stand- System replaced
at Library, PWO and alones were in- in 2006 - 2007;
HFP in need of re- corporated into project replace-
placement new CH system. ment in 2020
(part of $1.5M for
City Hall System)
Internet & Campus Ongoing Existing connec- Increased band-
Network Connec- tions becoming width in 2009; use
tivity saturated; may be | evaluated regu-
unable to support | larly and in-
additions to appli- | creased on an as
cation portfolio needed basis as
such as video usage requires.
streaming for Network compo-
council and traffic | nents will need
control upgrades in 2013.
Fiber Connectivity Ongoing City needs im- Expanded annu-

proved telecom-
munications infra-
structure in order
to be prepared for
future application
demands for
bandwidth

ally as opportuni-
ties arise
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System Use Investment Plans Status

Storage and Server $250,000 Storage demands Completed up-

Capacity for email, docu- grade in 2010
ment imaging, and | which includes a
files continue to redundant site to
increase. support disaster

recovery.

Disaster Recovery N/A Incorporates use of | Upgraded current
services, multiple WAN infrastructure
lines of connec- and also servers
tivity and replica- and storage for
tion of critical sys- redundancy.
tems at a remote Schedule will be
location. largely dictated by

business case and
process.

Private Switch Ad- 50,000 Calls placed to Upgrade sched-

dress Location Infor-
mation

PSAP via City-
managed desktop
phones provide
ANI/ALI are limited
to location of our
PBX within CADS.
PS/ALI enables us
to provide more
accurate and de-
tailed location in-
formation.

uled with the CAD
system in 2010.

Our Mission

32

Tor create the best mformation management systen witich

enftances the quality of life of Hampton citizens and

maxinizes the gffectiveness of city government,




Information
Technology

Section 6. Investment Priorities—Strategic Systems

System Use Investment Plans Status
CRM (Integrated 311, 350,000 CRM use continues | Implemented inte-
Complaint Tracking & Ser- to grow in the or- gration with work
vice Request Processing) ganization. 311 orders. Self service
system has few implementation is
resources is not limited.
web based with few
customer self ser-
vice applications.
Web Development & N/A Hampton.gov re- New social media
Web2.0 designed in late page was devel-
2006. The City has | oped and a new
expanded into beta Intranet was
web2.0 applica- deployed in 2010.
tions. FY2011 will move
this function out of
the IT department.
Municipal Legislative Man- | 60,000 Newer system de- Replacement com-

agement

sired to allow im-
proved citizen ac-
cess to information
and interaction with
departments

pleted in 2006. No
upgrades or re-
placement sched-
uled at this time.

Online Permitting

80,000-100,000

Existing system
unable to accept
online applications
for permits has ag-
ing technology that
doesn’t allow PC
software upgrades.

Replacement sys-
tem is being re-
searched for an
FY2011 implemen-
tation.

Performance Management

250,000

City Administration
needs to have a
single portal to
track and measure
performance in all
departmental op-
erations and budg-
ets.

N/A

Qur Mission

33

To create the best nformation management system wiich
enfiances the quality of ffe of Hampton citizens and
maximizes the effectiveness of city government,




Information

Technology

Section 6. Investment Priorities—Strategic Systems

System Use Investment Plans Status

Online Recruiting System | 30,000 Product is an ASP | Implementation
solution. Overall, completed in 2006.
the service is per- No planned re-
forming very well placement sched-
and meeting ex- uled at this time.
pectations.

CIP Project Portfolio Man- | 110,000 City needs to have | Financial System

agement a system to track provides this capa-
project tasks and bility and is being
budgets for all implemented in
capital projects. 2010.

51,000 Enables automated | System pilot com-

Automated Citizen Alert-
ing

telephony mes-
sages to citizens
for both emergency
updates and com-
munity information.

pleted, RFP devel-
oped, city is evalu-
ating choices.
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System Use Investment Plans Status

Public Safety (CAD, PIS- 250,000 Systemis on a No planned up-

TOL, JAIL, MCTs) regular schedule of | grades or replace-
incremental up- ment scheduled at
grades. System this time.
performance is
good, maintenance
cost is reasonable.

Fire RMS 50,000 System is inte- Dedicated server
grated with OSSI will likely need re-
public safety sys- fresh in approxi-
tem for automated mately 3 years.
data dumps. Any upgrades/

replacement will be
covered by FD op-
erational funds.

Permitting & Inspections Requires system Wireless inspec-
upkeep; lacking tie- | tions implemented
in to customer ser- | in 2009. System
vice systems replacement is be-
(CRM). Vendor ing researched for
purchased and sys- | FY2011 implemen-
tem is in a sunset tation.
stage.

Fleet Management 57,000 Upgrades are coor-
dinated with vendor
directly. No re-
placement sched-
uled at this time.
Any upgrades/
replacement will be
covered by Fleet
operational funds.

Parks & Recreation Reser- | 240000 System requires Replacement sys-

vation and Registration

upgrades to bring it
up to date. System
is not web based
and is not PCI
compliant which
prevents secure
credit card sales.

tem being imple-
mented in 2010.

Qur Mission

35

To create the best mformation management system wich
enfiances the quality of fife of Hampton citizens and
maximizes the effectivencss of city government.




Information
Technology

Section 6. Investment Priorities—Mission Critical Systems

Library Card Catalog and 250,000 Recent product Anticipate need for
Online Reference Services mergers raise con- | areplacementin
cerns regarding FY12 at an esti-
ongoing support for | mated cost of
existing product $200,000
Social Services XXX XXX In FY11 will be re-
searching current
system viability for
client tracking.
Facilities Management XXX XXX No known upgrades
or replacement
scheduled at this
time.
Traffic Control and other XXX XXX No known upgrades
Public Works Applications or replacement
scheduled at this
time.
Public Works Work Order 340,000 Any replacement Public Works up-
Request and Asset Man- would also require grade in process.
agement (GBA) custom integration System will be ex-
with Lagan CRM. panded to Parks
Operations and the
Steam Plant in
2010.
Animal Control Work Order | 100,000 Recent reporting Selected product
Request and Inventory requests and slow has already been
Mgmt response perform- integrated with the
ance have Lagan CRM. Pro-
prompted AC to ject is on hold due
evaluate WO sys- to AC transition.
tems designed spe-
cifically for animal
control.
Legislative Information N/A System provides System was imple-
Tracking (POLITICS) conduit between mented in late
City’s lobbyist and 2007. Currently itis
City management to | being used for the
communicate and 2008 GA session.
document impact No upgrades or
and opinion of legis- | replacement sched-
lation at state level. | uled at this time.
City Attorney Case Man- 40,000 Any replacement or | System was imple-

agement System

upgrade will need to
be tested and/or re-
integrated with Ex-
change.

mented in early
2007. No upgrades
or replacement
scheduled at this
time.
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This section of the plan identifies the architectural elements currently being used by the City
and provides a blueprint of the technology-based systems, platforms, standards, connections
and data models in use across the enterprise.

Applications Portfolio

The IT Dept maintains a listing of the major application systems being used by city depart-
ments. Interdependencies between systems are mapped to show where these applications
connect to other systems inside and outside of the City.

Hosted or Commercial Applications

Description Dept. User
Contact management application Economic Development
GIS core server (application and database) IT
Network back-up application IT
Case management City Attorney
Risk management system Risk Management
Facilities and class registration system & cashiering P&R
State Supreme Court Systems Clerk of Courts
Provide call usage details for Enterprise Telephone Sys-
tem Enterprise Telephone System
email iSeries reports and data extracts Finance, Budget, HR, IT
Geographical information system IT
Records mgmt system Fire
Fleet Management Fleet
Work order mgmt system Public Works, P&R
Online 3D mapping application Enterprise
Video streaming and archiving service (ASP) Public Communications
client tracking system and Dbase programs Social Services
Hampton Employees Retirement System Finance
Online applications/candidate management HR
HR and payroll Finance and HR
Public computing management Library
Our Mission
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Hosted or Commercial Applications

Description Dept. User
Work order mgmt system IT
Jury management system Clerk of Courts
CRM application 311
Reporting tool for CRM application 311
Document management application IT
City council agenda management City Clerk

Financial management and procurement

Finance, Budget

Forms printing for iSeries

IT, Finance

Computer aided dispatching and criminal justice informa-
tion system

Police, Sheriff, Fire

Permits and inspections system

Codes Compliance

Aerial images

Enterprise

Enterprise Reporting/Dashboard tool

City Manager's Office

Legislative Tracking

City Manager’s Office

Mass Appraisal system for real estate

Real Estate Assessor

Provides detailed station ANI / ALl info for calls to 911
from Enterprise Telephone System

Enterprise Telephone System

Citizen notification system

311

SQL-based, iSeries data extractions & report writer

Finance, Budget, HR, IT

Citizen notification email system (ASP)

Public Communications

Traffic control system

Public Works Traffic Engineering

iSeries data file/spooled file/IFS administration tool

HR, IT

Online survey tool

IT

Virginia Commonwealth Attorneys Information System -
Lotus Notes Based System

Commonwealth Attorney

Client information tracking Health Dept
Media contact tracking software CVB
Remote connectivity software IT
Web Emergency Operations EOC
Our Mission
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Custom Developed Applications

Name

Primary User Dept(s)

Business License Excise Tax

Com of Revenue

Building Permit - Commercial Codes

Building Permit - Residential Codes
Business Card Application IT

Code Compliance Codes

CMS, FMS, RMS and RIS Clerk of Courts
Community 20/20 Neighborhoods
Debt Set-Off Treasurer
DMV Stop Treasurer
Employee Directory IT

Events Calendar Econ Dev

Lagan eForms

311/Public Works

Online Payments IT

Online Tax Payments Treasurer
Parking Fine Automated Payments Treasurer
Preferred Realtor Database Neighborhood
Real Property Database Assessor
State Income and Estimated Taxes Treasurer
Traffic Incident Reporting IT

VCAIS Commonwealth Attorney
VISION Health Dept
Warrants Police
WebTaxACH Treasurer
Zoning Codes Planning
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Custom Developed Applications

Description Dept. User
Business License Excise Tax system COR

Animal Control Inventory/Work Order Mgmt PD
GIS-based parcel info interface Enterprise

Revenue assessment and management system Treasurer, COR

Reporting tool for CRM application 311

Rostering application used by Fire Dept Fire

Surplus equipment sales Procurement
Town Center Reporting COR

Online reporting tool for Pawnshop owners Police

Public work station and printer management Library
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Infrastructure Portfolio

Item User
Telephone System City Wide
Network Connectivity City Wide
Internet Access & Hosting City Wide
Servers, Shared and Dedicated City Wide
Security, Anti-Virus, Anti-Spam, Firewall, City Wide
Auditing

Core Switches and Networking Equipment City Wide

Mobile Data Server City Wide
Billing and Call Accounting City Wide
Shared Storage & Back Up City Wide

Remote & Mobile Connectivity Equipment  City Wide
& Services

Virtual Desktop Components & Software City Wide

Cloud Server w/SharePoint IT Disaster Recovery Documentation

The City will continue to move to a
shared and redundant infrastructure
to reduce overall costs and provide
greater reliability.

The City will evaluate cloud services
as primary and back up services.
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Data Standards

The IT Board approved address standards to ensure optimal integration between sys-
tems that share address fields -- and therefore may be linked -- but contain no other
data fields in which to join data together. The address layout standards, as well as pro-
cedures and guidelines for management of address assignments, are documented in
Section 9 of this document. Also outlined in the policy are procedures for use of the
centralized street index file that can be used for street address validation by depart-
mental systems. This is the single most effective way to ensure accuracy of data and
increase data sharing capability between systems. Departments should consult with IT
for support on these and other validation systems.

Data Sharing and the Data Warehouse

Data sharing between departments is important to the effective use of information re-
sources. For this reason departments should plan for the use of data maintained by
them for other departments. Data extracts, contemporary reporting tools and integra-
tion with the data warehouse will enable effective data sharing.

The data warehouse is a central repository of information collected (in real time) from
across the enterprise. The data warehouse can be accessed from the City’s Intranet
site at http://cityhall.hampton. IT works with departments to establish guidelines and
priorities for development of the data warehouse. IT works with departments to main-
tain and develop a catalog of data warehouse resources including files, data elements,
query aids and cross-reference information. This information is available on the web
site.
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Platform Standards

“Platform” in this context covers servers, PCs, software, the iSeries and related peripheral
equipment. The following are the City’s standard platform selections:

Office Software. The City uses the Microsoft Office suite as its office application software
product of choice. This includes MS Word, Excel and PowerPoint. Most users are currently
using Office 2003 or Office 2007.

Personal Computer. The IT Board selected Dell as the City’s vendor of choice. The City
utilizes state contracts for purchasing new PCs and servers. Departments should place or-
ders for new equipment through procedures as outlined on the Intranet site and documented
in Section 9.

Servers. The IT Board approved the long term investment in server virtualization. Virtual
servers allow departments to share capacity at a reduced overall cost to the City. The City
uses Microsoft OS and VMWare with Active Directory and Dell servers in most installations.
The only exception is the central iSeries system, which is home to the Human Re-
sources/Payroll (Infinium) systems.

Database. The City uses MS-SQL Server on all systems that require a significant database
platform. For smaller systems, the Microsoft Access (JET) database is utilized. The City’s
IT department is moving away from Microsoft Access due to the lack of support resources in
IT and the strategic direction of Microsoft to other products like .Net and SQL. For query
(reporting) purposes, there are three platforms.

SQL is used for most newer applications or applications with built in report generators pro-

vide users the ability to create and download reports into excel and other office automation
products.
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Crystal Reports is used for high-end query applications.
ASC Sequel is used for queries involving the iSeries financials and personnel systems

Application Languages. It is the preference of the City to use, wherever possible, applica-
tions written in Microsoft languages. The city develops most applications using the dot-Net
architecture and Visual Studio tools.

GIS. ArcView and Arcinfo are the GIS applications of choice for the City however Google
Earth has been implemented and may be appropriate for some citizen inquiries

Anti-Virus. The City uses Norton’s Anti-virus software for protection against virus attacks.
E-Mail. The City uses MS Exchange as the e-mail software system of choice.

Web Browser. Internet Explorer 7(or higher) is the web browser of choice.

Operating System. Windows XP (Windows 7 is being deployed in 2011-2013).

5250 Emulation. IBM’s Client Access is the software supported by IT to connect to the
City’s AS/400 (i-Series) and state 3270 systems.
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Voice & Data Mobile Network Services

Just as in the private sector, the City is experiencing a rapid increase in mobile voice and data

communications as well as a decrease in standard landline services. In addition, the lines are

blurring between voice and data communications services. The City’s plans to support this rap-

idly changing environment include the following general

e Consider the use of a “universal device” phone policy where employees use the same de-
vice for business and personal use to reduce administrative costs and provide more flexibil-
ity

o Re-evaluate a “one size fits” all standard for mobile devices and services. New technology
is starting to support secure network access from many carriers and devices.

¢ Deploy applications that provide mobile device access for internal applications and citizen
services

PBX: The City provides voice wireline services through a PBX environment connected through
an combination of wireless and wired wide area network connections and trunks. A variety of
voice services and functions are provided through the system including: but not limited to.

e Standard local and long distance voice

Voice mail

VOIP—messaged routed to e-mail

Call routing

IVR

Mobile Voice: The city provides contracts with service providers to support mobile voice ser-
vices for standard business use. In addition, the City allows employees to utilize personal
phones for business on a reimbursement basis. The policy for mobile devices is found in Sec-
tion 9.

Mobile Data: Currently mobile data has very specific standards for equipment and services. In
addition the industry provides new functions and devices almost daily. The strict standard policy
is in place to ensure a secure and reliable network however, this reduces the ability to provide
the fast roll out of new features and services. In the area of public safety, mobile data and voice
must continue to rely on strict standards in order to maintain the highest level of security and
reliability. However, in the general business use area the City has already begun to deploy other
“non-standard” services and devices. The new mobile device policy supports this strategy by
allowing the use of personal devices for general business use. The IT department will be ex-
ploring options to cost effectively support mobile device connectivity to the network from a vari-
ety of devices and carriers.
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Data Network Services

Data communications requirements continue to expand as more applications and data go

online. In addition, remote data communications requirements expand as employees seek to

work from multiple locations or share application services. A trend towards steelwork, employ-

ees working from home, contractors accessing City systems require that IT provide a variety of

solutions for users to effectively access services. Focus areas of the data network include:

o Utilization of high speed/cost effective resources at all locations. This could be land line or
wireless depending on the availability, requirements and costs

e Increased capabilities for telework to allow secure connections to City applications from a
variety of devices and networking services. This will include virtual desktop services, note-
books, netbooks, mobile devices and standard laptops and desktops.

Regional Nets

The City also participates in several regional networks including a connection to CRIMES (a se-
cure network used by the Police and criminal justice agencies), RIPTIDE (a shared network pro-
viding internet access at reduced rates) and a wireless connection to Newport News. These
networks are designed to improve data sharing between the cities located in the metropolitan
area, public safety units and the State.

Internet

The City currently provides Internet access to the City through public carrier access using
the most effective and cost effective contracts. Internet bandwidth requirements continue
to grow due to the following recent developments:

e Increases in continued traditional web services like e-mail, web sites, etc..
e Cloud computing and software services on the Internet

e E-commerce & business relationships

e Web 2.0 and social media

e Online training, conferences and collaboration

e More video and audio conferencing and information sharing

The City upgraded the Internet connection in 2009 and is continually evaluating the require-
ments for future increases. In addition, the City is putting in place tools to manage and
monitor usage to help manage and prioritize services. The City’s acceptable use policy also
aides in making employees aware of how to properly use the Internet. A series of videos is
also available on the City’s Intranet.
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Security and Privacy

The City of Hampton relies heavily on the application of
information technology (IT) for the effective delivery of
government services. Rapid and continuing technical
advances have increased the dependence of depart-
ments on IT. City data, software, hardware, and tele-
communications are recognized by departments as
important resources and must be protected through an
IT security program. The IT security program is be built
on the concept of public trust and provides a sustain-
able and consistent approach to IT security that can be
replicated across networks, applications, and transac-
tions.

The Security Triad — The City’s IT Security Program
follows the concepts of the IT security triad. The clas-
sic security triad is based on three tenants: confidential-
ity, integrity, and availability. Each of these tenants of-
fer some level of protection, but the combination of
these tenants allows the city to keep data priva